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Protect

Once you have identified your important accounts and the threats to them, it's time to put in
place preventative controls to "Protect" them. Preventative controls for your online accounts
focus on implementing safeguards to prevent or limit fraudulent activity. It involves the
establishment of appropriate account controls, rights, approvals, alerts and card controls. This
function aims to ensure the confidentiality, integrity, and availability of your accounts.

The below table is desighed to help you visualize the controls you have put in place for each of
your users, to better understand the risks each user presents, and the controls that could be
added.

Customers can use this form to document the configured rights and permissions of all users
within online banking. Documenting your permissions can help you determine if users have the
correct set of rights and detect unauthorized changes to user permissions.

When completing the table on the next page, you can use the following key:

e Site: The site or service being protected.

e User: The user account/login ID you are documenting.

e Security Settings: List the security controls in place to protect the users login. This can
include strong passwords, Multi-Factor Authentication (MFA), Secure Access Codes (SAC),
the use of biometrics (Tough/Face ID).

e Account Rights: Account rights include which account the user has access to (you may
need to use multiple rows), and whether the user has View, Deposit, and/or Withdrawal
rights for the account.

¢ Transaction rights: Transaction rights include the types of transactions the user can
perform from within online banking (Funds Transfer, Wire, ACH, Payroll), the right to
draft, approve or cancel transactions, the requirement for Transaction Authorization
codes, Dual Approval, and whether the user has access to view only their transactions or
all transactions in the account.

o Administrative Rights: Administrative rights include the ability to manage subsidiaries,
recipients, and users.

e Feature Access: Feature access includes any additional feature the user has access to,
including Bill Pay, Positive Pay, and MRDC.

A more detailed Account Protections Control form is available at:
https://www.jonah.bank/sites/www.jonah.bank/files/jonahbankfightfraudprotect.xlsx
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Example: Protective Conftrols Audit
Site User Security Account Transaction Administrative Feature

Settings Rights Rights Rights Access
Jonah Jonah MFA, SAC, 1101 XXXX View, | Funds Transfer, None Bill Pay, MRDC
Bank Smith Touch ID Deposit, ACH
Wthdraw

Support
Should you require further assistance, please contact one of our customer service representatives:
Casper Casper Cheyenne Cheyenne
777 West 1st St. 3730 East 2nd St. 205 Storey Blvd. 2015 Central Ave.
Casper, WY 82601 Casper, WY 82604 Cheyenne, WY 82009 Cheyenne, WY 82001
307-2374555 307-266-5662 307-773-7800 307-773-7850

Send us an email at Customer_Service@jonah.bank
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